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Workflow for OAuth 2.0 — Client Credential Flow

Option 1 — Request via Postman
Using the following you will be able to receive a token via Azure Active Directory using the Client Credential Flow.

You can also view the template in Postman through the link below:
https://www.getpostman.com/collections/fcc9ea2df66f67dde5f4

POST - https://login.microsoftonline.com/marketplaceauth.optimalblue.com/oauth2/token

OAuth 2.0 Client Credential Flow

POST https:/flogin.microsoftonline.com/marketplaceauth.optimalblue.com/oauth2/token
(1) Body @
form-data ® -www-form-urlencoded raw binary
client_id

client_secret

grant_type client_credentials
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resource https://marketplaceauth.optimalblue.com/f45f1101-b1c0-4fb8-a457-b1feeed?
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Bulk Edit

Field completion:
1. client_id: <Your Clientld>
2. client_secret: <Your Secret>
3. grant_type: client_credentials
4. resource: https://marketplaceauth.optimalblue.com/d35ae893-2367-40b5-a9b4-bfab3acb7991



https://www.getpostman.com/collections/fcc9ea2df66f67dde5f4
https://login.microsoftonline.com/marketplaceauth.optimalblue.com/oauth2/token
https://marketplaceauth.optimalblue.com/d35ae893-2367-40b5-a9b4-bfab3acb7991

-,'{{. optimalblue’

OAuth 2.0 Client Credential Flow
When you hit send you should receive a response as follows:

{
"token_type": "Bearer",
"expires_in": "3599",
"ext_expires_in": "0",
"expires_on": "1484600352",
"not_before": "1484596452",
"resource": "<Requested Resource>",
"access_token": "<Returned Token>”"

}

The “access_token” is your Bearer token, you’ll need to pass in the Header of any APl request. You can accomplish that as follows:

1. Open the Headers in your Request.
2. Add

a. key: Authorization
b. value: Bearer {{insert your access_token here}}

Headers

Authorization

Bearer ey]0eXAiQiKV1 QiLOhbGeiOilSUzl1 Nilsing 1dCl6lkOdWVLMmOhSUSRaVENVIFQINZVRIEY3B
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OAuth 2.0 Client Credential Flow
Option 2 — Using Optimal Blue Digital Marketplace

Navigate to an API you’d like to call in Optimal Blue Digital Marketplace, and select Try it:

Headers
Content-Type application/json X Remove header
Authorization . .
+ Add header
Request body
1~ 1 -
2~ “borrowerInformation™: {
3 "assetDocumentation™: "Verified”,
4 "pledgedAssets"™: f .
5 "AssetDepletion™: e,
G “citizenship": "USCitizen”,
i "non0ccupantCoBorrower": false,
8 "debtToIncomeRatio™: 48,
9 "employmentDocumentation”: "Verified”,
1a "representativeFICO": 758,
11 "firstMame”: "string”,
12 "firstTimeHomeBuyer™: false,
13 "incomeDocumentation®: "Werified™,
14 "lastName": "string”, -

Authorization

Marketplace Authentication Client credentials - Access token expires on: 04/05/2017 11:29
Server AM

Request URL

https://marketplace.optimalblue.com/full/api/businesschannels/6417@/originators/749463/productsearch
HTTP request

POST https://marketplace.optimalblue.com/full/api/businesschannels/6417@/originators /749463 /productsearch HTTP/1.1 @
Content-Type: applicatien/json

Host: marketplace.cptimalblue.com
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In the Authorization Section, select from the Client credentials option from the Marketplace Authentication Server dropdown.

You should receive the following modal:

% A

Authorize via OAuth 2.0 client credentials grant

A new access token will be requested from Marketplace Authentication Server using the
client credentials already set-up for this AP

OAuth 2.0 Client Credential Flow

Select Authorize and it should paste the Authorization header in the HTTP Request (masked). You can unmask the token by hitting the little eye near the top right corner in the HTTP Request box and be able to

submit the request.

HTTP request

GET https:;’f’obdeuapimgmt.azure—api.net_.fmarketp1acex'apifentitiesx'{en‘tityld}fuser‘s,f'{user‘]d}.-’pr‘icingx’buysidef{search]d}fqug9
tes/{productId} HTTP/1.1

Host: obdevapimgmt.azure-api.net

Ocp-Apim-Trace: trues

Ocp-Apim-Subscription-Key: sssssessssssssssssssssansacsasss
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